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Editorial

 
Introduction

There are dark places in the worldwide web where evil resides. 
Across the internet, a new form of online sexual exploitation 
of children is taking up residence in these dark places. The 
manufacturing and distribution of child abuse images online 
has long been a problem, but a new form of child abuse ex-
ploits children by live streaming their sexual acts. Directed 
by traffickers as well as online viewers, a child is instructed to 
pose and perform specified acts in front of a camera.

This new form of abuse of children presents complicated 
challenges for those interested in protecting children. For law 
enforcement professionals, there are two problems. Prosecut-
ing those who lure children into this new form of online sexual 
exploitation is difficult because perpetrators are often family 
members or persons who are well known to the children. In-
deed, one study shows that a significant number are mothers, 
acting out of their own homes (Hernandez, et al., 2018). Along 
with individual and family run operations, the most common 
operations are “dens”, where large scale operations involve or-
ganized group operations that hire or traffic children (Hernan-
dez et al., 2018). Given that all that is needed is a computer 
and camera, finding any of these places is difficult.

A second problem is jurisdictional. Because those who are 
viewing online may be from anywhere in the world, there is 
considerable expense and hassle to engage law enforcement 
from other countries to locate, track down, and prove viewer-
ship. For example, the broadcasting technology typically uses 
encryption and anonymity, and viewership may take place in 
internet cafes. Moreover, the viewers are not the usual sus-
pects. One study revealed that online sexual perpetrators, 
compared to offline perpetrators, are less likely to have crim-
inal backgrounds and prior anti-social histories (DeMarco et 
al., 2018).

For social workers and mental health professionals, online 
sexual exploitation of children is a case of human trafficking 
with special family considerations. As with other forms of hu-
man trafficking, poverty is the greatest risk factor. For fam-
ilies choosing between selling their children to traffickers or 
selling their children online themselves, the decision may be 
as simple as whether they possess the capability of managing 
a website and Paypal account. Indeed, there are anecdotal ac-

counts of young teens managing their own websites and Payp-
al accounts. As the spread of inexpensive technology becomes 
more widespread among the poor, there is likely to be an in-
crease in familial online sexual exploitation of children.

Another special consideration of online sexual exploitation 
of children is how treatment services should be structured. 
A child acting before a camera presents a much different sce-
nario than the traditional sexual abuse involving physical con-
tact. In a pioneering study of the impact of online sexual ex-
ploitation of children, Terre des Hommes Netherlands (2013) 
found that the initial impacts of child abuse included fear, 
anxiety, depression and hostility. Meanwhile, academic and 
behavioral problems, depression and internalizing difficulties 
were also commonly noted in school-aged children, along with 
decreased self-esteem, and suicidal ideation and feelings. The 
findings are preliminary and future research may document 
more specific harm resulting from this new type of exploita-
tion.

As noted by Small (2015, p. 66), an unresolved question is 
whether specialized services are necessary for victims of hu-
man trafficking or whether the provision of typical services for 
post-traumatic stress disorder and other general trauma ther-
apies are sufficient to meet the therapeutic needs of victims. In 
other words, does the harm caused by victimization through 
human trafficking constitute a new type of harm, deserving 
of a specialized therapeutic treatment approach or can the 
current social services and related therapies adequately help 
victims recover.

This question takes on additional meaning for victims of 
online sexual exploitation. For example, how is the harm of 
performing sexual acts under the guidance of family members 
in one’s own home different from the harm associated with 
other forms of sexual exploitation, online or otherwise?

For researchers, the questions are easy but getting the an-
swers is difficult. Answering the most basic question – What is 
the extent of online sexual exploitation of children? – depends 
on county specific data collection. To date, Southeast Asia, es-
pecially the Philippines, appears to be where a concentration 
of online sexual exploitation occurs (Hernandez et al., 2018), 
but because online sexual exploitation of children is a next lev-
el stage of development for child pornography websites, the 
servers may be in any country.
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Other research questions are even more difficult. What 
prevention measures can be taken? What intervention meas-
ures might be effective? And the most difficult of all is a policy 
question – How to address the levels of poverty where parents, 
or even children themselves, see this activity as a viable life-
style? Research documenting the short- and long-term conse-
quences for children engaged in such activity is the best chance 
for convincing parents to seek other alternatives.
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